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Abstract— Information Technology and Network Security Managers face several challenges in securing their organization’s
network due to the increased sophistication of attacks. Besides, the number of attacks and vulnerabilities are rising due to the
inability of the existing intrusion detection and prevention system to detect and prevent novel attacks. Hence, intrusion detection
systems which were previously adequate to wedge the evolving attacks in cyberspace have become ineffective in impeding these
attacks. Consequently, intrusion detection and prevention systems are required to actually prevent attacks before they cause harm. A
major consideration of this work is to present an architecture that provides protection through the self-healing and self-protecting
properties of the autonomic computing. The proposed system which operates by means of autonomous agents is based on risk
assessment. The application of risk analysis and assessment reduces the number of false-positive alarms. Furthermore, the system
autonomous features enables it to automatically diagnose, detect and respond to disruptions, actively adapt to changing
environments, monitor and tune resources, as well as anticipate and provide protection against imminent threats.
Keywords- Agent; Autonomic Computing; Computer system; Intrusion; Intrusion detection and prevention; Network; Threats.

I.

intervention, then it becomes an Intrusion-prevention system.
Intrusion detection can be performed manually or
automatically. Manual intrusion detection might take place by
examining log files or other evidence for signs of intrusions,
including network traffic. Thus, an Intrusion Detection System
(IDS) is a device or software application that monitors
network and/or information system for malicious activities or
policy violations and response to that suspicious activity by
warning the system administrator or the process acting on its
behalf by one of several ways, which includes displaying an
alert, logging the event or even paging the administrator or the
acting process [2]. Intrusion Detection Systems can be
classified as host-based, or network-based. A host-based IDS
monitors system calls or logs, while a network-based IDS
monitors the flow of network packets. Modern IDSs are
usually a combination of these two approaches. Another
significant distinction is between systems that identify patterns
of traffic or application data presumed to be malicious known
as misuse detection systems, and systems that compare
activities against a 'normal' baseline referred to as anomaly
detection systems.
Determining what the probable intrusion actually is and
taking some form of action to stop it or prevent it from
happening again are usually outside the scope of intrusion

INTRODUCTION

Cyber attack is one of the most rapidly growing threats to
the world of cutting edge information technology. As new
tools and techniques emerge daily to make information
accessible over the Internet, so do their vulnerabilities.
Consequently, cyber defence is critical in order to ensure a
reliable and secure transmission of information over the
internet. Intrusion Detection System (IDS) and Intrusion
Prevention and Detection System (IDPS) are the major
technologies dominating the field of cyber defence. Although
remarkable efforts have been put into intrusion detection as
well as intrusion detection and prevention research, the
number of network security threats keeps escalating, hence the
need to find a solution.
The term intrusion refers to ―any set of actions that
compromise the integrity, confidentiality or availability of a
resource [1]. In the context of Information Security, intrusion
detection can thus be defined as the act of detecting actions
that attempt to compromise the confidentiality, integrity or
availability of a resource. It is the process of monitoring the
events occurring in a computer system or network and
analyzing them for signs of possible incidents. When Intrusion
detection takes a preventive measure without direct human
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detection. Hence, Intrusion prevention is an evolution of
intrusion detection. Intrusion prevention is actually the process
of performing intrusion detection and stopping known attacks
in an instant or attempting to stop detected possible incidents
by quarantining or isolation. The Intrusion Prevention System
(IPS) is a device or software application that complements
IDS and it has all capabilities to stop possible incidents from
occurring [2].
Intrusion Prevention Systems (IPS), also known as
Intrusion Detection and Prevention Systems (IDPS), are
network security appliances that monitor network and/or
system activities for malicious activity. They are developed
for more active protection to improve upon simple IDS and
other traditional security solutions. The main functions of
intrusion prevention systems are to identify malicious activity,
log information about said activity, attempt to block/stop
activity, and report activity. [3]
Intrusion prevention systems are considered extensions of
intrusion detection systems because they both monitor
network traffic and/or system activities for malicious activity.
The main differences are, unlike intrusion detection systems,
intrusion prevention systems are placed in-line and are able to
actively prevent/block intrusions that are detected. [4][5] More
specifically, IPS can take such actions as sending an alarm,
dropping the malicious packets, resetting the connection
and/or blocking the traffic from the offending IP address. An
intrusion prevention system is the next level of security
technology that provides security at all system levels from the
operating system kernel to network data flows to data bases
[6]. It is primarily designed to protect information systems
from unauthorized access, damage and disruption. While an
IDS informs of a potential attack, an IPS makes attempts to
stop it. Another huge leap over IDS is that IPS has the
capability of being able to prevent not only known intrusion
signatures but also some unknown attacks due to its KBS of
generic attack behaviours and interpreters.
An IPS can also correct Cyclic Redundancy Check (CRC)
errors, unfragmented packet streams, prevent TCP sequencing
issues, and clean up unwanted transport and network layer
options.[4][7]
Intrusion prevention systems can be classified into four
different types: [9],[10]
Network-based Intrusion Prevention (NIPS): monitors the
entire network for suspicious traffic by analyzing protocol
activity.
Wireless Intrusion Prevention Systems (WIPS): monitors a
wireless network for suspicious traffic by analyzing wireless
networking protocols.
Network Behavior Analysis (NBA): examines network
traffic to identify threats that generate unusual traffic flows,
such as distributed denial of service (DDoS) attacks, certain
forms of malware, and policy violations.
Host-based Intrusion Prevention (HIPS): an installed
software package which monitors a single host for suspicious
activity by analyzing events occurring within that host.
Detection methods

The majority of intrusion prevention systems utilize one of
three detection methods: signature-based, statistical anomalybased and stateful protocol analysis. [5][11]
Signature-based Detection: This method of detection utilizes
signatures, which are attack patterns that are preconfigured
and predetermined. A signature-based intrusion prevention
system monitors the network traffic for matches to these
signatures. Once a match is found the intrusion prevention
system takes the appropriate action. Signatures can be exploitbased or vulnerability-based. Exploit-based signatures analyze
patterns appearing in exploits being protected against, while
vulnerability-based signatures analyze vulnerabilities in a
program, its execution, and conditions needed to exploit said
vulnerability.
Statistical Anomaly-based Detection: This method of
detection baselines performance of average network traffic
conditions. After a baseline is created, the system
intermittently samples network traffic, using statistical
analysis to compare the sample to the set baseline. If the
activity is outside the baseline parameters, the intrusion
prevention system takes the appropriate action.
Stateful Protocol Analysis Detection: This method identifies
deviations of protocol states by comparing observed events
with ―predetermined profiles of generally accepted definitions
of benign activity.‖ [5]

II.

RESEARCH GOALS

This study seeks to achieve the following goals:
a. Automatically diagnose, detect and respond to
disruptions.
b. Actively adapt to changing environments.
c. Automatically monitor and tune resources.
d. Anticipate, detect, identify and protect against threats.

III.

RELATED WORK

In recent years, some efforts have been spent to obtain
autonomic models that facilitate the protection of
computational systems and enhance IT security in exploiting
the self-managed feature of agents in the field of intrusion
detection and prevention. These provide different levels of
protection to assets of a corporation. Albeit with different
focus and levels of detail, some works of literature deal with
autonomous systems able to manage, evaluate and specify
security, either of the information or not, in the most diverse
environments. We highlight some of the work that has been
done in the area of multi-agent intrusion detection system.
In their work, [12] proposed an autonomic computing
architecture for defence in depth information assurance system
in a way that the increasing of complexity of the system can be
tackled by distributed autonomous security subsystem with the
ability of self-configuration, self-optimization, self-healing
and self-protection. The system has shown an enormous
improvement on the defence in depth information assurance
system. The main limitation of the work is lacking the
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IV.

intrusion prevention system. Furthermore agents may provide
mechanisms for reconfiguring them at runtime without even
having to restart them to achieve the continuous running with
minimum human intervention. Additionally, an agent may also
be part of a group that can perform different functions but also
can exchange information and derive more complex results
that any one of them may be able to obtain on their own.

Knowledge

Execute

consideration on risk evaluation and risk assessment. [13]
proposed a fuzzy agent-based intrusion detection system based
on multi-sensors, where agents use data from multiple sensors
with a fuzzy logic to process log files. He considered how
Agents represent a new generation of computing systems and
is one of the more recent developments in Intrusion Detection
Technology. He also explained how agents can reduce the
intrusion detection workload by sifting through large amounts
of data for evidence gathering. The experimental results show
that the Fuzzy agent IDS is more effective than the current
IDSs. The proposed architecture allows local analysis and
sharing of results and as well as minimizing the
communication costs, The only disadvantage of this approach
is the existence of a control center carrying out the major part
of the intrusion detection.
By presenting a multi-level agent-based intrusion detection
system, [14] showed that applying agent-based technology to
intrusion detection system provides effective malicious
detection; the system was able to detect most of the intrusive
events. The experimental results have shown that agent-based
technology is an efficient tool for building intrusion detection
system infrastructure. Although the system faces some
shortcomings such as the detection process is slow, the
effective detection of autonomous attacks is still very low.
Another major problem is protecting the security system from
attacks, since the role of IDS is to monitor and ensure security
of the protected system, the IDS itself is primary target of the
attacks.
In his work, [15] presented an agent-based intrusion
detection system based on misuse detection. He outlines the
use of agent technology in intrusion detection which has
practical advantages. The evaluation results show that agent
intrusion detection systems do not only perform better in terms
of effectiveness but also in terms of detection delay. The major
drawback of the work is the inability to detect novel attacks,
new threat which does not have signatures yet.
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Figure 1: Agent-based
Detection and Prevention System

V.

Autonomic

Intrusion

DISCUSSION

In the proposed intrusion detection and prevention system,
data collection and analysis elements are operated by
autonomous agents based on risk assessment and managed on
the basis of the autonomic computing theory with selfmanagement properties. This approach solves most of the
limitations of current intrusion detection and prevention
systems more effectively with minimum human intervention.
The main purpose of using autonomic computing is to create
computing systems capable of managing themselves to a far
greater extent when given high-level objectives, and to
provide set of prevention rules that will attempt to stop the
attack before it happens depending on risk analysis and risk
assessment. These will help to confirm the validity of the
alerts and identify the false positive alerts, by measuring the
risk caused by the detected threat, in order to determine
whether it is a normal activity or not. To accomplish the
desired features, the proposed autonomic management model
will be categorized into six levels as depicted in Figure 2.

PROPOSED SOLUTION

In order to overcome the limitations in the existing
intrusion prevention system, we propose an anomaly
prevention system based on risk analysis and inspired by the
human nervous system. As in the nervous system, the
proposed anomaly prevention system uses small, autonomous,
and intelligent intrusion detectors as sensors as illustrated in
Figure 1. The intrusion prevention system is situated inside the
host and monitors its resources (such as application activities,
system calls, file access and modifications, etc) for suspicious
activities.
The role of the nerves like intrusion prevention is to
manage these autonomous agents by providing them a highlevel control commands such as indication to start or stop
execution or to change some operating parameters from other
entities, and to provide a set of prevention rules that will
attempt to stop the attack before it happens. Since agents are
independently-running entities, they can be added and
removed from the protected system without altering or
affecting other components, and without having to restart the
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tune resources automatically, discover, diagnose and react to
disruptions automatically.
Future works in this area could be to monitor not only the
host resources but also the entire network by distributing these
agents in a roving manner to make network-based intrusion
prevention system to deliver maximum security by anticipating
threats as and when they happen. Another possible future work
could geared towards implementing it with the use of mobile
agents which have the capabilities to autonomously incarnate,
migrate and consolidate inside the network from host to host to
detect intrusions and execute prevention as a total solution
against all known and some unknown generic threats.

Figure 2: Levels of Administration in the Agent-based
Autonomic Intrusion Detection and Prevention System
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